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STATE OF NEW HAMPSHIRE 
BUREAU OF PURCHASE AND PROPERTY 

STATE HOUSE ANNEX 
25 CAPITOL STREET 

CONCORD, NEW HAMPSHIRE 03301-6398 
 

ADDENDUM # 1   TO BID INVITATION # 2457-21 

Posted: 5/10/2021 

DATE OF BID CLOSING:   5/28/2021   TIME OF BID CLOSING: 8:00 PM (EST) 
 

FOR: Pharmacy Benefit Management Services 
 
NOTICE: PLEASE FIND THE FOLLOWING DOCUMENTS REFERENCED IN SECTION 2E 
“REFERENCED ATTACHMENTS” ATTACHED TO THIS ADDENDUM. 

• Transmittal Letter 
• P37 Form 
• Business Associate Agreement 
• Required Protection and Data Security 

 
NOTICE: 
SECTION II B. RFP TIMETABLE PRESENTLY READS, IN PART: 

Action Completion Due Date/Period 
Release of RFP April 30, 2021 
Bidders submit PBA to receive RFP login credentials and 
instructions 

April 30, 2021 - May 24, 2021 

Instructions and Conditions Conference Call (as needed) April 30, 2021 - May 24, 2021 
Submission deadline for Bidder inquiries May 10, 2021 by 12:00 noon EDT 

 
AMEND SECTION II B. RFP TIMETABLE TO READ: 

Action Completion Due Date/Period 
Release of RFP April 30, 2021 
Bidders submit PBA to receive RFP login credentials and 
instructions 

April 30, 2021 - May 24, 2021 

Instructions and Conditions Conference Call (as needed) April 30, 2021 - May 24, 2021 
Submission deadline for Bidder inquiries May 14, 2021 by 12:00 noon EDT 

 
All Bidders may submit additional inquiries until the extended deadline. Those who have submitted inquiries 
prior to the original submission deadline are not precluded from this extension and may submit additional 
questions.  
 
QUESTION SUBMISSION REMINDER: 
 
Per the instructions of the RFP Section 2: Bidder Instructions and Conditions, #3 RFP Inquiries, all 
questions regarding this RFP, including questions related to the form contract P-37, must be submitted to 
Ryan Aubert, the State's point of contact, at Ryan.H.Aubert@das.nh.gov. You are NOT submitting your 

mailto:Ryan.H.Aubert@das.nh.gov
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questions through the RFP360 system. All questions must be submitted in writing via email prior to the 
deadline for Bidder Inquiries and/or Requests for Clarification (May 14, 2021 at 12:00 noon ET).  
 
Note this is also the deadline for questions regarding the Transmittal Letter, P-37, Business Associate Agreement, 
and Required Protection and Data Security document which can be found through imbedded links in Sections 2.2 
and 2.17. 
 
Continue to check the RFP360 platform or the website for any addenda or other materials that may have been 
issued affecting the RFP and related deadlines. The website address is 
https://das.nh.gov/purchasing/vendorresources.aspx 
 
Any additional questions regarding how to use RFP360 should be directed to 216-245-2577 or by 
email StateofNH@SkySailRx.com as needed. 
 
 
PURCHASING AGENT: Ryan Aubert 
E-Mail: Ryan.Aubert@das.NH.gov  

 
NOTE:  ALL CHANGES TO BID SOLICITATION NOTED IN ADDENDUMS WILL SUPERSEDE PREVIOUSLY SUBMITTED 
DOCUMENTS.  ALL OTHER SPECIFICATIONS REMAIN UNCHANGED AND VALID. 

 
 

BIDDER ____________________________ ADDRESS ____________________________ 
 

BY ________________________________         ____________________________ 
   (This document must be signed) 

   ________________________________ TEL. NO.____________________________ 
   (Please type or print name) 
 
Please visit: https://das.nh.gov/purchasing/purchasing.asp  (click on “Bid and Proposals”) for complete 
bid and addendums. 

https://das.nh.gov/purchasing/vendorresources.aspx
mailto:StateofNH@SkySailRx.com
mailto:Ryan.Aubert@das.NH.gov
https://das.nh.gov/purchasing/purchasing.asp
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APPENDIX A: STATE OF NH TRANSMITTAL LETTER 


STATE OF NEW HAMPSHIRE REQUEST FOR PROPOSAL TRANSMITTAL LETTER 


 
Date: ___________________     Company Name: ________________________________________ 


Address:  


_________________________________________________________ 


 


_________________________________________________________ 
To: Point of Contact:  Ryan Aubert   


Telephone: 603-271-0580     


  
RE: Proposal Invitation Name:  State of NH Pharmacy Benefit Management Services 


RFP Number:  2457-21 


RFP Posted Date (on or by): April 30, 2021 


RFP Opening Date and Time: Technical Questionnaire Due May 28, 2021, 8PM EST 


  


Company Name: _________________________ hereby submits an offer as contained in the written proposal submitted herewith to the State of 


New Hampshire in response to RFP#2457-21 for Pharmacy Benefit Management Services in complete accordance with all conditions of this 


RFP and all Specifications set forth in the RFP and in the State of New Hampshire Terms and Conditions outlined in Form Number P-37 State of 


New Hampshire General Provisions. 


 


Company Signor: ______________________________________ is authorized to legally obligate  


Company Name: ______________________________________.  
 


Bidder attests to the fact that:  


  


The company has Reviewed and agreed to be bound by all RFP terms and conditions including but not limited to Form Number P-37 State of 


New Hampshire General Provisions, which shall form the basis of any Contract resulting from this RFP; No new terms and condit ions have 


been added and no existing terms and conditions have been deleted in this RFP Proposal that were not addressed during the Inquiry Period. 


 


The proposal is effective until any resulting contract is approved by the Governor and Executive Council from the RFP submission deadline. 


The prices quoted in the Proposal were established without collusion with other eligible Bidders and without effort to preclude the State of 


New Hampshire from obtaining the best possible competitive price; and the Bidder has read and included a copy of RFP#2457-21 and any 


subsequent signed Addendum.   


 


Our official point of contact is: _________________________________________________ 


Title:  _____________________________________________________________________ 


Telephone: (___) ___-_______________   Email: __________________________________ 


Authorized Signature Printed: __________________________________________________ 


Authorized Signature: ________________________________________________________ 


 


Further, in accordance with RSA 21-I:11-c, the undersigned Bidder certifies that neither the Bidder nor any of its subsidiaries, affil iates or 


principal officers (principal officers refers to individuals with management responsibil ity for the entity or association):  


a. Has, within the past 2 years, been convicted of, or pleaded guilty to, a violation of RSA 356:2, RSA 356:4, or any state or federal law 


or county or municipal ordinance prohibiting specified bidding practices, or involving antitrust violations, which has not been 


annulled;  


b. Has been prohibited, either permanently or temporarily, from participating in any public works project pursuant to RSA 638:20;  


c. Has previously provided false, deceptive, or fraudulent information on a Bidder code number application form, or any other 


document submitted to the state of New Hampshire, which information was not corrected as of the time of the fil ing a bid, 


proposal, or quotation;  


d. Is currently debarred from performing work on any project of the federal government or the government of any state;  


e. Has, within the past 2 years, failed to cure a default on any contract with the federal government or the government of any state;  


f. Is presently subject to any order of the department of labor, the department of employment security, or any other state 


department, agency, board, or commission, finding that the applicant is not in compliance with the requirements of the laws or 


rules that the department, agency, board, or commission is charged with implementing;  


g. Is presently subject to any sanction or penalty finally issued by the department of labor, the department of employment security, or 


any other state department, agency, board, or commission, which sanction or penalty has not been fully discharged or fulfilled;  


h. Is currently serving a sentence or is subject to a continuing or unfulfilled penalty for any crime or violation noted in this  section;  


i. Has failed or neglected to advise the division of any conviction, plea of guilty, or finding relative to any crime or violation noted in 


this section, or of any debarment, within 30 days of such conviction, plea, finding, or debarment; or  


j. Has been placed on the debarred parties l ist described in RSA 21-I:11-c within the past year.   


This document shall be signed by a person who is authorized to legally obligate the responding Bidder. A signature on this 


document indicates that all State of New Hampshire terms and conditions are accepted by the responding Bidder and that any 


and all other terms and conditions submitted by the responding Bidder are null and void, even if such terms and conditions have 


terminology to the contrary.  
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Authorized Signor’s Signature _______________________________    Authorized Signor’s Title ________________________ 


 


 


 


NOTARY PUBLIC/JUSTICE OF THE PEACE  


  


COUNTY: ___________________________ STATE: ______________  ZIP: _________________  


 


On the _____ day of _______________, 2021 personally appeared before me, the above named ________________________, in his/her 


capacity as authorized representative of ________________, known to me or satisfactorily proven, and took oath that the foregoing is 


true and accurate to the best of his/her knowledge and belief.  


  


In witness thereof, I hereunto set my hand and official seal.  


 


_________________________________________________________  


(Notary Public/Justice of the Peace)  


  


My commission expires: _________________________________________________________ (Date)  
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FORM P-37 (VERSION 12/11/2019) 


 
Subject: SAMPLE FORM - TO BE COMPLETED BY SELECTED BIDDER 


 
 


AGREEMENT 


The State of New Hampshire and the Contractor hereby mutually agree as follows: 


GENERAL PROVISIONS 


 1. IDENTIFICATION. 


1.1 State Agency Name 


 


 


 


1.2   State Agency Address 


 


1.3   Contractor Name    


 


 


 


1.4 Contractor Address 


 


1.5   Contractor Phone   


        Number 


 


 


1.6   Account Number 


 


 


1.7 Completion Date 1.8   Price Limitation 


 


 


1.9   Contracting Officer for State Agency 


 


 


1.10 State Agency Telephone Number 


 


 


1.11   Contractor Signature 


Date: 


 


1.12   Name and Title of Contractor Signatory 


 


1.13    State Agency Signature 


Date: 
 


1.14   Name and Title of State Agency Signatory 


1.15   Approval by the N.H. Department of Administration, Division of Personnel (if applicable) 


 


   By:                                                                                             Director, On: 


 


1.16    Approval by the Attorney General (Form, Substance and Execution) (if applicable) 


     


          By:                                                                                             On: 


 


1.17    Approval by the Governor and Executive Council  (if applicable) 


 


   G&C Item number:                                        G&C Meeting Date:       


 


Notice: This agreement and all of its attachments shall become public upon submission to Governor and 


Executive Council for approval.  Any information that is private, confidential or proprietary must 


be clearly identified to the agency and agreed to in writing prior to signing the contract. 
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2.  SERVICES TO BE PERFORMED.  The State of New Hampshire, acting through the agency identified in 


block 1.1 (“State”), engages contractor identified in block 1.3 (“Contractor”) to perform, and the Contractor shall 


perform, the work or sale of goods, or both, identified and more particularly described in the attached EXHIBIT B 


which is incorporated herein by reference (“Services”). 


3.  EFFECTIVE DATE/COMPLETION OF SERVICES.   
3.1 Notwithstanding any provision of this Agreement to the contrary, and subject to the approval of the Governor and 


Executive Council of the State of New Hampshire, if applicable, this Agreement, and all obligations of the parties 


hereunder, shall become effective on the date the Governor and Executive Council approve this Agreement as 


indicated in block 1.17, unless no such approval is required, in which case the Agreement shall  become effective on 


the date the Agreement is signed by the State Agency as shown in block 1.13 (“Effective Date”). 


3.2 If the Contractor commences the Services prior to the Effective Date, all Services performed by the Contractor 


prior to the Effective Date shall be performed at the sole risk of the Contractor, and in the event that this Agreement 


does not become effective, the State shall have no liability to the Contractor, including without limitation, any 
obligation to pay the Contractor for any costs incurred or Services performed. Contractor must complete all Services 


by the Completion Date specified in block 1.7. 


 


4.  CONDITIONAL NATURE OF AGREEMENT.   
Notwithstanding any provision of this Agreement to the contrary, all obligations of the State hereunder, including, 


without limitation, the continuance of payments hereunder, are contingent upon the availability and continued 


appropriation of funds affected by any state or federal legislative or executive action that reduces, eliminates or 


otherwise modifies the appropriation or availability of funding for this Agreement and the Scope for Services provided 


in EXHIBIT B, in whole or in part. In no event shall the State be liable for any payments hereunder in excess of such 


available appropriated funds.  In the event of a reduction or termination of appropriated funds, the State shall have the 


right to withhold payment until such funds become available, if ever, and shall have the right to reduce or terminate 


the Services under this Agreement immediately upon giving the Contractor notice of such reduction or termination.  


The State shall not be required to transfer funds from any other account or source to the Account identified in block 


1.6 in the event funds in that Account are reduced or unavailable. 


 


5. CONTRACT PRICE/PRICE LIMITATION/ PAYMENT. 
5.1 The contract price, method of payment, and terms of payment are identified and more particularly described in 
EXHIBIT C which is incorporated herein by reference. 


5.2 The payment by the State of the contract price shall be the only and the complete reimbursement to the Contractor 


for all expenses, of whatever nature incurred by the Contractor in the performance hereof, and shall be the only and 


the complete compensation to the Contractor for the Services. The State shall have no liability to the Contractor other 


than the contract price. 


5.3 The State reserves the right to offset from any amounts otherwise payable to the Contractor under this Agreement 


those liquidated amounts required or permitted by N.H. RSA 80:7 through RSA 80:7-c or any other provision of law. 


5.4 Notwithstanding any provision in this Agreement to the contrary, and notwithstanding unexpected circumstances, 


in no event shall the total of all payments authorized, or actually made hereunder, exceed the Price Limitation set forth 


in block 1.8. 


 


6. COMPLIANCE BY CONTRACTOR WITH LAWS AND REGULATIONS/ EQUAL EMPLOYMENT 


OPPORTUNITY. 
6.1 In connection with the performance of the Services, the Contractor shall comply with all applicable statutes, laws, 


regulations, and orders of federal, state, county or municipal authorities which impose any obligation or duty upon the 


Contractor, including, but not limited to, civil rights and equal employment opportunity laws.  In addition, if this 


Agreement is funded in any part by monies of the United States, the Contractor shall comply with all federal executive 
orders, rules, regulations and statutes, and with any rules, regulations and guidelines as the State or the United States 


issue to implement these regulations. The Contractor shall also comply with all applicable intellectual property laws. 
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6.2 During the term of this Agreement, the Contractor shall not discriminate against employees or applicants for 


employment because of race, color, religion, creed, age, sex, handicap, sexual orientation, or national origin and will 


take affirmative action to prevent such discrimination. 


6.3. The Contractor agrees to permit the State or United States access to any of the Contractor’s books, records and 


accounts for the purpose of ascertaining compliance with all rules, regulations and orders, and the covenants, terms 


and conditions of this Agreement. 


 


7.  PERSONNEL. 
7.1 The Contractor shall at its own expense provide all personnel necessary to perform the Services. The Contractor 


warrants that all personnel engaged in the Services shall be qualified to perform the Services, and shall be properly 


licensed and otherwise authorized to do so under all applicable laws. 


7.2 Unless otherwise authorized in writing, during the term of this Agreement, and for a period of six (6) months after 


the Completion Date in block 1.7, the Contractor shall not hire, and shall not permit any subcontractor or other person, 


firm or corporation with whom it is engaged in a combined effort to perform the Services to hire, any person who is a 


State employee or official, who is materially involved in the procurement, administration or performance of this 


Agreement.  This provision shall survive termination of this Agreement. 


7.3 The Contracting Officer specified in block 1.9, or his or her successor, shall be the State’s representative.  In the 


event of any dispute concerning the interpretation of this Agreement, the Contracting Officer’s decision shall be final 


for the State. 


 
8. EVENT OF DEFAULT/REMEDIES. 


8.1 Any one or more of the following acts or omissions of the Contractor shall constitute an event of default hereunder 


(“Event of Default”): 


8.1.1 failure to perform the Services satisfactorily or on schedule;  


8.1.2 failure to submit any report required hereunder; and/or 
8.1.3 failure to perform any other covenant, term or condition of this Agreement. 


8.2 Upon the occurrence of any Event of Default, the State may take any one, or more, or all, of the following actions: 


8.2.1 give the Contractor a written notice specifying the Event of Default and requiring it to be remedied within, in 


the absence of a greater or lesser specification of time, thirty (30) days from the date of the notice; and if the Event of 


Default is not timely cured, terminate this Agreement, effective two (2) days after giving the Contractor notice of 


termination;  


8.2.2 give the Contractor a written notice specifying the Event of Default and suspending all payments to be made 


under this Agreement and ordering that the portion of the contract price which would otherwise accrue to the 


Contractor during the period from the date of such notice until such time as the State determines that the Contractor 


has cured the Event of Default shall never be paid to the Contractor;  


8.2.3 give the Contractor a written notice specifying the Event of Default and set off against any other obligations the 


State may owe to the Contractor any damages the State suffers by reason of any Event of Default; and/or 


8.2.4 give the Contractor a written notice specifying the Event of Default, treat the Agreement as breached, terminate 


the Agreement and pursue any of its remedies at law or in equity, or both. 


8.3. No failure by the State to enforce any provisions hereof after any Event of Default shall be deemed a waiver of 


its rights with regard to that Event of Default, or any subsequent Event of Default.  No express failure to enforce any 


Event of Default shall be deemed a waiver of the right of the State to enforce each and all of the provisions hereof 
upon any further or other Event of Default on the part of the Contractor. 


 


9. TERMINATION.  
9.1 Notwithstanding paragraph 8, the State may, at its sole discretion, terminate the Agreement for any reason, in 


whole or in part, by thirty (30) days written notice to the Contractor that the State is exercising its option to terminate 


the Agreement.   


9.2  In the event of an early termination of this Agreement for any reason other than the completion of the Services, 


the Contractor shall, at the State’s discretion, deliver to the Contracting Officer, not later than fifteen (15) days after 


the date of termination, a report (“Termination Report”) describing in detail all Services performed, and the contract 


price earned, to and including the date of termination.  The form, subject matter, content, and number of copies of the 


Termination Report shall be identical to those of any Final Report described in the attached EXHIBIT B. In addition, 
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at the State’s discretion, the Contractor shall, within 15 days of notice of early termination, develop and submit to the 


State a Transition Plan for services under the Agreement.  


 


10.   DATA/ACCESS/CONFIDENTIALITY/ PRESERVATION. 
10.1 As used in this Agreement, the word “data” shall mean all information and things developed or obtained during 


the performance of, or acquired or developed by reason of, this Agreement, including, but not limited to, all studies, 


reports, files, formulae, surveys, maps, charts, sound recordings, video recordings, pictorial reproductions, drawings, 


analyses, graphic representations, computer programs, computer printouts, notes, letters, memoranda, papers, and 
documents, all whether finished or unfinished. 


10.2 All data and any property which has been received from the State or purchased with funds provided for that 


purpose under this Agreement, shall be the property of the State, and shall be returned to the State upon demand or 


upon termination of this Agreement for any reason. 


10.3 Confidentiality of data shall be governed by N.H. RSA chapter 91-A or other existing law.  Disclosure of data 


requires prior written approval of the State. 


 


11. CONTRACTOR’S RELATION TO THE STATE.  In the performance of this Agreement the Contractor is in 


all respects an independent contractor, and is neither an agent nor an employee of the State.  Neither the Contractor 


nor any of its officers, employees, agents or members shall have authority to bind the State or receive any benefits, 


workers’ compensation or other emoluments provided by the State to its employees. 


 


12.  ASSIGNMENT/DELEGATION/SUBCONTRACTS.  
12.1 The Contractor shall not assign, or otherwise transfer any interest in this Agreement without the prior written 


notice, which shall be provided to the State at least fifteen (15) days prior to the assignment, and a written consent of 


the State. For purposes of this paragraph, a Change of Control shall constitute assignment. “Change of Control” means 


(a) merger, consolidation, or a transaction or series of related transactions in which a third party, together with its 
affiliates, becomes the direct or indirect owner of fifty percent (50%) or more of the voting shares or similar equity 


interests, or combined voting power of the Contractor, or (b) the sale of all or substantially all of the assets of the 


Contractor.  


12.2 None of the Services shall be subcontracted by the Contractor without prior written notice and consent of the 


State. The State is entitled to copies of all subcontracts and assignment agreements and shall not be bound by any 


provisions contained in a subcontract or an assignment agreement to which it is not a party. 


 


13. INDEMNIFICATION.  Unless otherwise exempted by law, the Contractor shall indemnify and hold harmless 


the State, its officers and employees, from and against any and all claims, liabilities and costs for any personal injury 


or property damages, patent or copyright infringement, or other claims asserted against the State, its officers or 


employees, which arise out of (or which may be claimed to arise out of) the acts or omission of the Contractor, or 


subcontractors, including but not limited to the negligence, reckless or intentional conduct.  The State shall not be 


liable for any costs incurred by the Contractor arising under this paragraph 13. Notwithstanding the foregoing, nothing 


herein contained shall be deemed to constitute a waiver of the sovereign immunity of the State, which immunity is 


hereby reserved to the State. This covenant in paragraph 13 shall survive the termination of this Agreement. 


 


14. INSURANCE. 
14.1 The Contractor shall, at its sole expense, obtain and continuously maintain in force, and shall require any 


subcontractor or assignee to obtain and maintain in force, the following insurance: 


14.1.1 commercial general liability insurance against all claims of bodily injury, death or property damage, in amounts 


of not less than $1,000,000 per occurrence and $2,000,000 aggregate or excess; and 


14.1.2 special cause of loss coverage form covering all property subject to subparagraph 10.2 herein, in an amount not 


less than 80% of the whole replacement value of the property. 


14.2 The policies described in subparagraph 14.1 herein shall be on policy forms and endorsements approved for use 


in the State of New Hampshire by the N.H. Department of Insurance, and issued by insurers licensed in the State of 


New Hampshire.   


14.3 The Contractor shall furnish to the Contracting Officer identified in block 1.9, or his or her successor, a 


certificate(s) of insurance for all insurance required under this Agreement.  Contractor shall also furnish to the 
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Contracting Officer identified in block 1.9, or his or her successor, certificate(s) of insurance for all renewal(s) of 


insurance required under this Agreement no later than ten (10) days prior to the expiration date of each insurance 


policy.  The certificate(s) of insurance and any renewals thereof shall be attached and are incorporated herein by 


reference.  


 


15.  WORKERS’ COMPENSATION. 
15.1 By signing this agreement, the Contractor agrees, certifies and warrants that the Contractor is in compliance with 


or exempt from, the requirements of N.H. RSA chapter 281-A (“Workers’ Compensation”).   
15.2  To the extent the Contractor is subject to the requirements of N.H. RSA chapter 281-A, Contractor shall maintain, 


and require any subcontractor or assignee to secure and maintain, payment of Workers’ Compensation in connection 


with activities which the person proposes to undertake pursuant to this Agreement.  The Contractor shall furnish the 


Contracting Officer identified in block 1.9, or his or her successor, proof of Workers’ Compensation in the manner 


described in N.H. RSA chapter 281-A and any applicable renewal(s) thereof, which shall be attached and are 


incorporated herein by reference.  The State shall not be responsible for payment of any Workers’ Compensation 


premiums or for any other claim or benefit for Contractor, or any subcontractor or employee of Contractor, which 


might arise under applicable State of New Hampshire Workers’ Compensation laws in connection with the 


performance of the Services under this Agreement.      


16.  NOTICE. Any notice by a party hereto to the other party shall be deemed to have been duly delivered or given 


at the time of mailing by certified mail, postage prepaid, in a United States Post Office addressed to the parties at the 


addresses given in blocks 1.2 and 1.4, herein. 


 


17. AMENDMENT. This Agreement may be amended, waived or discharged only by an instrument in writing signed 


by the parties hereto and only after approval of such amendment, waiver or discharge by the Governor and Executive 


Council of the State of New Hampshire unless no such approval is required under the circumstances pursuant to State 


law, rule or policy. 
 


18.  CHOICE OF LAW AND FORUM. This Agreement shall be governed, interpreted and construed in accordance 


with the laws of the State of New Hampshire, and is binding upon and inures to the benefit of the parties and their 


respective successors and assigns.  The wording used in this Agreement is the wording chosen by the parties to express 


their mutual intent, and no rule of construction shall be applied against or in favor of any party. Any actions arising 


out of this Agreement shall be brought and maintained in New Hampshire Superior Court which shall have exclusive 


jurisdiction thereof.   


 


19. CONFLICTING TERMS. In the event of a conflict between the terms of this P-37 form (as modified in EXHIBIT 


A) and/or attachments and amendment thereof, the terms of the P-37 (as modified in EXHIBIT A) shall control. 


 
20. THIRD PARTIES. The parties hereto do not intend to benefit any third parties and this Agreement shall not be 


construed to confer any such benefit. 


 
21.  HEADINGS.  The headings throughout the Agreement are for reference purposes only, and the words contained 


therein shall in no way be held to explain, modify, amplify or aid in the interpretation, construction or meaning of the 


provisions of this Agreement. 


 
22.  SPECIAL PROVISIONS.  Additional or modifying provisions set forth in the attached EXHIBIT A are 


incorporated herein by reference. 


 


23.  SEVERABILITY.  In the event any of the provisions of this Agreement are held by a court of competent 


jurisdiction to be contrary to any state or federal law, the remaining provisions of this Agreement will remain in full 


force and effect. 


 
24.  ENTIRE AGREEMENT. This Agreement, which may be executed in a number of counterparts, each of which 


shall be deemed an original, constitutes the entire agreement and understanding between the parties, and supersedes 


all prior  agreements and understandings with respect to the subject matter hereof. 
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BUSINESS ASSOCIATE AGREEMENT 
 


Note: Below is the State’s current Business Associate Agreement (BAA).  The Selected Bidder will 


be required to sign the State’s BAA when executing the contract. 


The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to comply 


with the Health Insurance Portability and Accountability Act, Public Law 104-191 and with the Standards 


for Privacy and Security of Individually Identifiable Health Information, 45 CFR Parts 160 and 164 and 


those parts of the HITECH Act applicable to business associates.  As defined herein, “Business 


Associate” shall generally have the same meaning as the term “business associate” at 45 CFR 160.103, 


and in reference to the party to this Agreement, shall mean Contractor.  “Covered Entity” shall generally 


have the same meaning as the term “covered entity” at 45 CFR 160.103, and in reference to the party to 


this Agreement shall mean the State of New Hampshire Department of Administrative Services Employee 


and Retiree Health Benefit Program.  “HIPAA Rules” shall mean the Privacy, Security, Breach 


Notification, and Enforcement Rules at 45 CFR Part 160 and Part 164. 


BUSINESS ASSOCIATE AGREEMENT 


1. Definitions 


a. The following terms used in this Agreement shall have the same meaning as those terms 
in the HIPAA Rules: Breach, Data Aggregation, Designated Record Set, Disclosure, 
Health Care Operations, Individual, Minimum Necessary, Notice of Privacy Practices, 
Protected Health Information, Required by Law, Secretary, Security Incident, 
Subcontractor, Unsecured Protected Health Information, and Use. 


b. All terms not otherwise defined herein shall have the same meaning as those set forth in 
the HIPAA Rules. 


2. Privacy and Security of Protected Health Information (PHI) 


a. Permitted Uses and Disclosures 


i. Business Associate shall not use, disclose, maintain or transmit PHI except as 


reasonably necessary to provide the services set forth in this Agreement or any 
agreement between the parties, or as required by law.   


ii. Business Associate is authorized to use PHI to de-identify the information in 
accordance with 45 CFR 164.514(a)-(c).  Business Associate shall de-identify the 
PHI in a manner consistent with HIPAA Rules.  Uses and disclosures of the de-


identified information shall be limited to those consistent with the provisions of 
this Agreement. 


iii. Business Associate may use PHI as necessary to perform data aggregation 
services, and to create Summary Health Information and/or Limited Data Sets. 
Contractor shall use appropriate safeguards to prevent use or disclosure of the 


information other than as provided for herein, shall ensure that any agents or 
subcontractors to whom it provides such information agree to the same 
restrictions and conditions that apply to Contractor, and not identify the 
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Summary Health Information and/or Limited Data Sets or contact the individuals 
other than for the management, operation and administration of the Plan. 


iv. Business Associate may use and disclose PHI (a) for the management, operation 
and administration of the Plan, (b) for the services set forth in the Agreement, 
which include (but are not limited to) Treatment, Payment activities, and/or 
Medical Benefits Administration as these terms are defined in this Agreement 
and 45 C.F.R. § 164.501, and (c) as otherwise required to perform its obligations 
under this Agreement, or any other agreement between the parties provided that 
such use or disclosure would not violate the HIPAA Regulations. 


v. Business Associate may disclose, in conformance with the HIPAA Rules, PHI to 
make disclosures of De-Identified Health Information, Limited Data Sets, and 
Summary Health Information.  Contractor shall use appropriate safeguards to 
prevent use or disclosure of the information other than as provided for herein, 
ensure that any agents or subcontractors to whom it provides such information 


agree to the same restrictions and conditions that apply to Contractor, and not 
identify the De-Identified Health Information., Summary Health Information 
and/or Limited Data Sets or contact the individuals. Business Associate may also 
disclose, in conformance with the HIPAA Regulations, PHI to Health Care 
Providers for permitted purposes including health care operations. 


vi. Business Associate may use PHI for the proper management and administration 
of the Business Associate or to carry out the legal responsibilities of Business 
Associate.  To the extent Business Associate discloses PHI to a third party, 
Business Associate must obtain, prior to making any such disclosure, (a) 
reasonable assurances from the third party that such PHI will be held 
confidentially and used or further disclosed only as required by law or for the 
purpose for which it was disclosed to the third party; and (b) an agreement from 


such third party to notify Business Associate of any breaches of the 
confidentiality of the PHI, to the extent it has obtained knowledge of such 
breach. 


vii. To the extent practicable, Business Associate shall not, unless such disclosure is 
reasonably necessary to provide services outlined in the Agreement, disclose any 


PHI in response to a request for disclosure on the basis it is required by law 
without first notifying Covered Entity.  In the event Covered Entity objects to the 
disclosure it shall seek the appropriate relief and the Business Associate shall 
refrain from disclosing the PHI until Covered Entity has exhausted all remedies. 


b. Minimum Necessary.  Business Associate will, in its performance of the functions, 


activities, services, and operations specified above, make reasonable efforts to use, to 
disclose, and to request only the minimum amount of PHI reasonably necessary to 
accomplish the intended purpose of the use, disclosure, or request, except that Business 
Associate will not be obligated to comply with this minimum-necessary limitation if 
neither Business Associate or Covered Entity is required to limit its use, disclosure, or 
request to the minimum necessary under the HIPAA Rules.  Business Associate and 
Covered Entity acknowledge that the phrase “minimum necessary” shall be interpreted in 


accordance with the HITECH Act and the HIPAA Rules. 
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c. Prohibition on Unauthorized Use or Disclosure.  Business Associate may not use or 
disclose PHI except (1) as permitted or required by this Agreement, or any other 
agreement between the parties, (2) as permitted in writing by Covered Entity, or (3) as 
authorized by the individual or (4) as Required by Law.  This agreement does not 


authorize Business Associate to use or disclose Covered Entity’s PHI in a manner that 
would violate the HIPAA Rules if done by Covered Entity, except as permitted for 
Business Associate’s proper management and administration as described herein. 


3. Information Safeguards 


a. Privacy of Protected Health Information.  Business Associate will develop, implement, 
maintain, and use appropriate administrative, technical, and physical safeguards to 
protect the privacy of PHI.  The safeguards must reasonably protect PHI from any 
intentional or unintentional use or disclosure in violation of the Privacy Rule and limit 
incidental uses or disclosures made pursuant to a use or disclosure otherwise permitted by 
this Agreement.  To the extent the parties agree that the Business Associate will carry out 


directly one or more of Covered Entity’s obligations under the Privacy Rule, the Business 
Associate will comply with the requirements of the Privacy Rule that apply to the 
Covered Entity in the performance of such obligations. 


b. Security of Covered Entity’s Electronic Protected Health Information.  Business 
Associate will comply with the Security Rule and will use appropriate administrative, 


technical and physical safeguards that reasonably and appropriately protect the 
confidentiality, integrity, and availability of Electronic PHI that Business Associate 
creates, receives, maintains or transmits on Covered Entity’s behalf. 


c. No Transfer of PHI Outside United States.  Business Associate will not transfer PHI 
outside the United States without the prior written consent of the Covered Entity.  In this 


context a “transfer” outside the United States occurs if Business Associate’s workforce 
members, agents, or Subcontractors physically located outside the United States are able 
to, store, copy or disclose PHI. 


d. Subcontractors.  Business Associate will require each of its Subcontractors to agree, in a 
written agreement with Business Associate, to comply with the provisions of the Security 


Rule; to appropriately safeguard PHI created, received, maintained, or transmitted on 
behalf of the Business Associate; and to apply the same restrictions and conditions that 
apply to the Business Associate with respect to such PHI. 


e. Prohibition on Sale of Protected Health Information.  Business Associate shall not engage 
in any sale (as defined in the HIPAA rules) of PHI. 


f. Prohibition on Use or Disclosure of Genetic Information.  Business Associate shall not 
use or disclose Genetic Information for underwriting purposes in violation of the HIPAA 
rules. 


g. Penalties for Noncompliance.  Business Associate acknowledges that it is subject to civil 
and criminal enforcement for failure to comply with the HIPAA Rules, to the extent 
provided with the HITECH Act and the HIPAA Rules. 
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4. Compliance With Electronic Transactions Rule 


a. If Business Associate conducts in whole or part electronic Transactions on behalf of 


Covered Entity for which HHS has established standards, Business Associate will 
comply, and will require any Subcontractor it involves with the conduct of such 
Transactions to comply, with each applicable requirement of the Electronic Transactions 
Rule and of any operating rules adopted by HHS with respect to Transactions. 


5. Individual Rights and PHI  


a. Access 


i. Business Associate shall respond to an individual’s request for access to his or 


her PHI as part of Business Associate’s normal customer service function, if the 
request is communicated to Business Associate directly by the individual or the 
individual’s personal representative.  Business Associate shall respond to the 
request with regard to PHI that Business Associate and/or its Subcontractors 
maintain in a manner and time frame consistent with requirements specified in 
the HIPAA Privacy Regulation. 


ii. In addition, Business Associate shall assist Covered Entity in responding to 
requests made to Covered Entity by individuals to invoke a right of access under 
the HIPAA Privacy Regulation.  Upon receipt of written notice (including fax 
and email) from Covered Entity, Business Associate shall make available to 
Covered Entity, or at Covered Entity’s direction to the individual (or the 
individual’s personal representative), any PHI about the individual created or 


received for or from Covered Entity in the control of Business Associate’s and/or 
its Subcontractors for inspection and obtaining copies so that Covered Entity may 
meet its access obligations under 45 CFR 164.524, and, where applicable, the 
HITECH Act.  Business Associate shall make such information available in an 
electronic format where required by the HITECH Act. 


b. Amendment 


i. Business Associate shall respond to an individual’s request to amend his or her 
PHI as part of Business Associate’s normal customer service functions, if the 
request is communicated to Business Associate directly by the individual or the 
individual’s personal representative.  Business Associate shall respond to the 


request with respect to the PHI Business Associate and its Subcontractors 
maintain in a manner and time frame consistent with requirements specified in 
the HIPAA Privacy Regulation. 


ii. In addition, Business Associate shall assist Covered Entity in responding to 
requests made to Covered Entity to invoke a right to amend under the HIPAA 


Privacy Regulation.  Upon receipt of written notice (including fax and email) 
from Covered Entity, Business Associate shall amend any portion of the PHI 
created or received for or from Covered Entity in the custody or control of 
Business Associate and/or its Subcontractors so that Covered Entity may meet its 
amendment obligations under 45 CFR 164.526. 
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c. Disclosure Accounting 


i. Business Associate shall respond to an individual’s request for an accounting of 


disclosures of his or her PHI as part of Business Associate’s normal customer 
service function, if the request is communicated to the Business Associate 
directly by the individual or the individual’s personal representative.  Business 
Associate shall respond to a request with respect to the PHI Business Associate 
and its Subcontractors maintain in a manner and time frame consistent with 
requirements specified in the HIPAA Privacy Regulation. 


ii. In addition, Business Associate shall assist Covered Entity in responding to 
requests made to Covered Entity by individuals or their personal representatives 
to invoke a right to an accounting of disclosures under the HIPAA Privacy 
Regulation by performing the following functions so that Covered Entity may 
meet its disclosure accounting obligation under 45 CFR 164.528: 


iii. Disclosure Tracking.  Business Associate shall record each disclosure that 
Business Associate makes of individuals’ PHI, which is not excepted from 
disclosure accounting under 45 CFR 164.528(a)(1). 


iv. Disclosure Information.  The information about each disclosure that Business 
Associate must record (“Disclosure Information”) is (a) the disclosure date, (b) 
the name and (if known) address of the person or entity to whom Business 
Associate made the disclosure, (c) a brief description of the PHI disclosed, and 
(d) a brief statement of the purpose of the disclosure or a copy of any written 
request for disclosure under 45 Code of Federal Regulations §164.502(a)(2)(ii) or 
§164.512.  Disclosure Information also includes any information required to be 
provided by the HITECH Act. 


v. Repetitive Disclosures.  For repetitive disclosures of individuals’ PHI that 
Business Associate makes for a single purpose to the same person or entity 
(including to Covered Entity or Employer), Business Associate may record (a) 
the Disclosure Information for the first of these repetitive disclosures, (b) the 
frequency, periodicity or number of these repetitive disclosures, and (c) the date 


of the last of these repetitive disclosures. 


vi. Exceptions from Disclosure Tracking.  Business Associate will not be obligated 
to record Disclosure Information or otherwise account for disclosures of PHI if 
Covered Entity need not account for such disclosures under the HIPAA Rules. 


vii. Disclosure Tracking Time Periods.  Unless otherwise provided by the HITECH 
Act and/or any accompanying regulations, Business Associate shall have 
available for Covered Entity the Disclosure Information required by Section 
3.j.iii.2 above for the six (6) years immediately preceding the date of Covered 
Entity’s request for the Disclosure Information. 


d. Confidential Communications 
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i. Business Associate shall respond to an individual’s request for a confidential 
communication as part of Business Associate’s normal customer service 
function, if the request is communicated to Business Associate directly by the 
individual or the individual’s personal representative.  Business Associate shall 


respond to the request with respect to the PHI Business Associate and its 
Subcontractors maintain in a manner and time frame consistent with 
requirements specified in the HIPAA Privacy Regulation. If an individual’s 
request, made to Business Associate, extends beyond information held by 
Business Associate or Business Associate’s Subcontractors, Business Associate 
shall refer individual to Covered Entity.  Business Associate assumes no 
obligation to coordinate any request for a confidential communication of PHI 
maintained by other business associates of Covered Entity. 


ii. In addition, Business Associate shall assist Covered Entity in responding to 
requests to it by individuals (or their personal representatives) to invoke a right of 
confidential communication under the HIPAA Privacy Regulation.  Upon receipt 
of written notice (including fax and email) from Covered Entity, Business 


Associate will begin to send all communications of PHI directed to the individual 
to the identified alternate address so that Covered Entity may meet its access 
obligations under 45 CFR 164.524. 


e. Restrictions 


i. Business Associate shall respond to an individual’s request for a restriction as 
part of Business Associate’s normal customer service function, if the request is 
communicated to Business Associate directly by the individual (or the 
individual’s personal representative).  Business Associate shall respond to the 
request with respect to the PHI Business Associate and its Subcontractors 
maintain in a manner and time frame consistent with requirements specified in 


the HIPAA Privacy Regulation. 


ii. In addition, Business Associate shall promptly, upon receipt of notice from 
Covered Entity, restrict the use or disclosure of individuals’ PHI, provided the 
Business Associate has agreed to such a restriction.  Covered Entity agrees that it 
will not commit Business Associate to any restriction on the use or disclosure of 


individuals’ PHI for treatment, payment or health care operations without 
Business Associate’s prior written approval. 


6. Breach 


a. Business Associate shall report to Covered Entity, in writing, any use or disclosure of 
PHI in violation of the Agreement promptly upon discovery of such incident, including 
any Security Incident involving PHI, ePHI, or Unsecured PHI as required by 45 CFR 
164.410. Such report shall not include instances where Business Associate inadvertently 
misroutes PHI to a provider, as long as the disclosure is not a Breach as defined under 45 
CFR §164.402.   The parties acknowledge and agree that attempted but Unsuccessful 
Security Incidents (as defined below) that occur on a daily basis will not be reported.  


“Unsuccessful Security Incidents” shall include, but not be limited to, pings and other 
broadcast attacks on Business Associate’s firewall, port scans, unsuccessful log-on 
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attempts, denials of service and any combination of the above, so long as no such 
incident results in unauthorized access, use or disclosure of PHI. 


b. Business Associate shall report a Breach or a potential Breach to Covered Entity upon 
discovery of any such incident.  Business Associate will treat a Breach or potential 
Breach as being discovered as of the first day on which such incident is known to 
Business Associate, or by exercising reasonable diligence, would have been known to 
Business Associate.  Business Associate shall be deemed to have knowledge of a Breach 
or potential Breach if such incident is known, or by exercising reasonable diligence 
would have been known, to any person, other than the person committing the Breach, 


who is an employee, officer or other agent of Business Associate.  If a delay is requested 
by a law-enforcement official in accordance with 45 CFR § 164.412, Business Associate 
may delay notifying Covered Entity for the applicable time period.  Business Associate’s 
report will include at least the following, provided that absence of any information will 
not be cause for Business Associate to delay the report: 


i. Identify the nature of the Breach, which will include a brief description of what 
happened, including the date of any Breach and the date of the discovery of any 
Breach;  


ii. Identify the scope of the Breach, including the number of Covered Entity 
members involved as well as the number of other individuals involved; 


iii. Identify the types of PHI that were involved in the Breach (such as whether full 
name, Social Security number, date of birth, home address, account number, 
diagnosis, or other information were involved); 


iv. Identify who made the non-permitted use or disclosure and who received the 
non-permitted disclosure; 


v. Identify what corrective or investigational action Business Associate took or will 
take to prevent further non-permitted uses or disclosures, to mitigate harmful 


effects, and to protect against any further Breaches; 


vi. Identify what steps the individuals who were subject to a Breach should take to 
protect themselves; 


vii. Provide such other information as Covered Entity may reasonably request. 


c. Security Incident.  Business Associate will promptly upon discovery of such incident 
report to Covered Entity any Security Incident of which Business Associate becomes 
aware.  Business Associate will treat a Security Incident as being discovered as of the 
first day on which such incident is known to Business Associate, or by exercising 


reasonable diligence, would have been known to Business Associate.  Business Associate 
shall be deemed to have knowledge of a Security Incident if such incident is known, or 
by exercising reasonable diligence would have been known, to any person, other than the 
person committing the Security Incident, who is an employee, officer or other agent of 
Business Associate.  If any such Security Incident resulted in a disclosure not permitted 
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by this Agreement or Breach of Unsecured PHI, Business Associate will make the report 
in accordance with the provisions set forth above. 


d. Mitigation.  Business Associate shall mitigate, to the extent practicable, any harmful 
effect known to the Business Associate resulting from a use or disclosure in violation of 
this Agreement. 


e. Breach Notification to Third Parties.  Business Associate will handle breach notifications 
to individuals, the United States Department of Health and Human Services Office for 


Civil Rights, and, where applicable, the media.  Should such notification be necessary, 
Business Associate will ensure that Covered Entity will receive notice of the breach prior 
to such incident being reported. 


7. Term and Termination 


a. The term of this Agreement shall be effective as of Governor and Executive Council 
approval, and shall terminate consistent with the underlying Agreement or on the date 
covered entity terminates for cause as authorized in paragraph (b) of this Section, 
whichever is sooner. 


b. In addition to the general provisions outlined in the P-37 of this Agreement the Covered 
Entity may, as soon as administratively feasible, terminate the Agreement upon Covered 
Entity’s knowledge of a material breach by Business Associate of this Business Associate 
Agreement. Prior to terminating the Agreement, the Covered Entity may provide an 
opportunity for Business Associate to cure the alleged breach within a reasonable 
timeframe specified by Covered Entity.  If Covered Entity determines that neither 


termination nor cure is feasible, Covered Entity may report the violation to the Secretary. 


c. Upon termination of this Agreement for any reason, Business Associate, with respect to 
PHI received from Covered Entity, or created, maintained or received by Business 
Associate on behalf of Covered Entity, shall: 


i. Retain only that PHI which is necessary for Business Associate to continue its 
proper management and administration or to carry out its legal responsibilities; 


ii. Destroy, in accordance with applicable law and Business Associate’s record 
retention policy that it applies to similar records, the remaining PHI that Business 


Associate still maintains in any form; 


iii. Continue to use appropriate safeguards and comply with Subpart C of 45 CFR 
Part 164 with respect to electronic PHI to prevent use or disclosure of the PHI, 
other than as provided for in this Section, for as long as Business Associate 
retains the PHI; 


iv. Not use or disclose the PHI retained by Business Associate other than for the 
purposes for which such PHI was retained and subject to the same conditions set 
out in this Agreement which applied prior to termination; and 


v. Destroy in accordance with applicable law and Business Associate’s record 
retention policy that it applies to similar records, the PHI retained by Business 
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Associate when it is no longer needed by Business Associate for its proper 
management and administration or to carry out its legal responsibilities. 


d. The above provisions shall apply to PHI that is in the possession of any Subcontractors of 
Business Associate.  Further Business Associate shall require any such Subcontractor to 
certify to Business Associate that it has returned or destroyed all such information which 
could be returned or destroyed.   


e. Business Associate’s obligations under this Section 7.c. shall survive the termination or 


other conclusion of this Agreement. 


8. Covered Entity’s Responsibilities 


a. Covered Entity shall be responsible for the preparation of its Notice of Privacy Practices 
(“NPP”).  To facilitate this preparation, upon Covered Entity’s request, Business 
Associate will provide Covered Entity with its NPP that Covered Entity may use as the 


basis for its own NPP. Covered Entity will be solely responsible for the review and 
approval of the content of its NPP, including whether its content accurately reflects 
Covered Entity’s privacy policies and practices, as well as its compliance with the 
requirements of 45 C.F.R. § 164.520.  Unless advance written approval is obtained from 
Business Associate, Covered Entity shall not create any NPP that imposes obligations on 
Business Associate that are in addition to or that are inconsistent with the HIPAA Rules. 


b. Covered Entity shall bear full responsibility for distributing its own NPP. 


c. Covered Entity shall notify Business Associate of any change(s) in, or revocation of, 
permission by an Individual to use or disclose PHI, to the extent that such change(s) may 
affect Business Associate’s use or disclosure of such PHI. 


9. Miscellaneous 


a. Definitions and Regulatory References.  All terms used, but not otherwise defined herein, 
shall have the same meaning as those terms in the HIPAA Rules as in effect or as 
amended.   


b. Amendment.  Covered Entity and Business Associate agree to take action to amend the 
Agreement as is necessary for compliance with the requirements of the HIPAA Rules and 
any other applicable law.   


c. Business Associate shall make available all of its internal practices, policies and 
procedures, books, records and agreements relating to its use and disclosure of Protected 
Health Information to the United States Department of Health and Human Services as 
necessary, to determine compliance with the HIPAA Rules and with this Business 
Associate Agreement. 


d. Interpretation.  The parties agree that any ambiguity in the Agreement shall be interpreted 
to permit compliance with the HIPAA Rules. 


e. Severability.  If any term or condition of this Business Associate Agreement or the 
application thereof to any person(s) or circumstance is held invalid, such invalidity shall 
not affect other terms or conditions which can be given effect without the invalid term or 
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condition; to this end the terms and conditions of this Business Associate Agreement are 
declared severable.   


f. Survival.  Provisions in this Business Associate Agreement regarding the use and 
disclosure of PHI, return or destruction of PHI, confidential communications and 
restrictions shall survive the termination of the Agreement. 


IN WITNESS WHEREOF, the parties hereto have duly executed this Business Associate Agreement. 


The State of New Hampshire Employee and 


Retiree Health Benefit Program 


 Contractor  


   


Signature of Authorized Representative  Signature of Authorized Representative 


   


Name of Authorized Representative  Name of Authorized Representative 


   


Title of Authorized Representative  Title of Authorized Representative 


   


Date  Date 
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REQUIRED PROTECTION OF CONFIDENTIAL INFORMATION AND DATA SECURITY 


 


In performing its obligations under the Agreement, Contractor, inclusive of any subsidiaries and related 


entities shall gain access to State data and information and with respect to such will comply with the 


following terms and conditions.  Protection of State data and information shall be an integral part of the 


business activities of Contractor.  Contractor shall ensure that there is no inappropriate or unauthorized 


use of State data and information at any time.  


1. Definitions 


a. Confidential Information.  Protected health information (PHI), personally identifiable 


information (PII), and other personal private, and/or sensitive information. 


b. Data.  All information and things developed or obtained during the performance of, or 


acquired or developed by reason of, this agreement, including but not limited to, all 


studies, reports, files, formulae, surveys, maps, charts, sound recordings, video 


recordings, pictorial reproductions, drawings, analyses, graphic representations, computer 


programs, computer printouts, notes, letters, memoranda, papers, and documents, all 


whether finished or unfinished. 


2. Contractor Responsibilities 


a. Confidential Information obtained by Contractor shall remain the property of the State 


and shall at no time become the property of Contractor unless otherwise explicitly 


permitted under the Agreement. 


b. Contractor shall develop and implement policies and procedures to safeguard the 


confidentiality, integrity and availability of the State’s information. 


c. Contractor shall not use the State’s Confidential Information developed or obtained 


during the performance of, or acquired or developed by reason set forth within the 


Agreement, except as is directly connected to and necessary for Contractor’s performance 


under the Agreement, or unless otherwise permitted under the Agreement. 


d. In the event Contractor stores Data and/or Confidential Information, such information 


shall be encrypted by Contractor both at rest and in motion. 


e. Contractor shall have, and shall ensure that any subcontractors or related entities have, 


proper security measures in place for protection of the State’s data.  Such security 


measures shall comply with HIPAA and all other applicable State and federal data 


protection and privacy laws.  


3. Controls.  Contractor shall, and shall ensure that any subcontractors or related entities use at all 


times proper controls for secured storage of, limited access to, and rendering unreadable prior to 


discarding, all records containing the State’s Confidential Information.  Contractor shall not store 


or transfer Confidential Information collected in connection with the services rendered under this 


Agreement outside of the North America. This includes backup data and disaster recovery 


locations.  


4. Breach Notification.   


a. Contractor shall notify the State of any security breach, or potential breach of Contractor 


or any subcontractors or related entities, that jeopardizes, or may jeopardize the State’s 


Data, Confidential Information, or processes.  For purposes of reporting under this 
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Section, security breach or potential breach shall be limited to the successful or attempted 


unauthorized access, use, disclosure, modification, or destruction of information, or the 


successful or attempted interference with system operations in an information system.  


b. Contractor shall notify the State of a security breach, or potential breach of Contractor or 


any subcontractors or related entities upon discovery.  Contractor will treat a security 


breach or potential breach as being discovered as of the first day on which such incident 


is known to Contractor, or by exercising reasonable diligence, would have been known to 


Contractor.  Contractor shall be deemed to have knowledge of a security breach or 


potential breach if such incident is known, or by exercising reasonable diligence would 


have been known, to any person, other than the person committing the breach, who is an 


employee, officer or other agent of Contractor.   


c. Full disclosure of the security breach or potential breach of Contractor or any 


subcontractors or related entities shall be made and include all available information 


resulting from investigation of the security breach or potential breach.  Contractor shall 


make efforts to investigate the causes of the security breach or potential breach; promptly 


take measures to prevent any future breach; and mitigate any damage or loss.  In addition, 


Contractor shall inform the State of the actions it is taking, or will take, to reduce the risk 


of further loss to the State.  


d. All legal notifications required as a result of a breach of information, or potential breach, 


collected pursuant to this Agreement shall be coordinated with the State.   


5. Liability and Damages.  In addition to Contractor’s liability as set forth elsewhere in the 


Agreement, if Contractor or any of its subcontractors or related entities is determined by forensic 


analysis or report, to be the likely source of any loss, disclosure, theft or compromise of State’s 


data or Confidential Information, the State shall recover from Contractor all costs of response and 


recovery resulting from the security breach or potential breach, including but not limited to: credit 


monitoring services, mailing costs and costs associated with website and telephone call center 


services.  A security breach or potential breach may cause the State irreparable harm for which 


monetary damages would not be adequate compensation.  In the event of such an incident, the 


State is entitled to seek equitable relief, including a restraining order, injunctive relief, specific 


performance and any other relief that may be available from any court, in addition to any other 


remedy to which the State may be entitled at law or in equity.  Such remedies shall not be deemed 


exclusive, but shall be in addition to all other remedies available at law or in equity, subject to 


any express exclusion or limitations in the Agreement to the contrary. 


6. Data Breach Insurance.  In addition to Contractor’s insurance obligations as set forth in the form 


contract P-37, Contractor shall carry Data Security & Privacy Cyber Liability Insurance coverage 


for unauthorized access, use, acquisition, disclosure, failure of security, breach of Data or 


Confidential Information, privacy perils, in an amount not less than $10 million per annual 


aggregate, covering all acts, errors, omissions, at minimum, during the full term of this 


Agreement. Such coverage shall be maintained in force at all times during the term of the 


Agreement and during any period after the termination of this Agreement during which 


Contractor maintains State Data or Confidential Information.  


7. Data Recovery. Contractor shall be responsible for ensuring backup and redundancy of the State’s 


Data and Confidential Information for recovery in the event of a system failure or disaster event 
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within Contractor’s data storage systems.  Contractor shall ensure that its subcontractor or related 


entities provide similar backup and redundancy of the State’s Data and Confidential Information.  


8. Return or Destruction of Data and Confidential Information.  Upon termination of the Agreement 


for any reason, Contractor shall: 


a. Return or destroy the Data or Confidential Information Contractor still maintains in any 


form.  Whether the information is returned or destroyed is determined at the sole 


discretion of the State.  Information that is destroyed shall be permanently deleted and 


not recoverable according to National Institute of Standards and Technology approved 


methods.  Contractor shall provide the State with certificates of destruction and/or 


certificates verifying that all information has been returned and none retained. If it is not 


feasible for Contractor to return or destroy portions of such confidential data or 


information in its possession, Contractor shall inform the State as to the specific reasons 


that make such return or destruction infeasible and may retain such data or information 


with approval of the State, which shall not be unreasonably withheld. 


b. Certain types of information which must be retained for the State’s benefit, such as 


records of actuarial determinations, will be maintained as agreed upon by the State. 


c. Continue to use appropriate safeguards as identified above with respect to any Data or 


Confidential Information that is retained  


d. Not use or disclose Data or Confidential Information retained other than for purposes for 


which such information has been retained, and subject to the same terms and conditions 


as set forth in the original Agreement. 


9. Access to System Logs.  Contractor shall allow the State access to system security logs, latency 


statistics, etc., that affect the Agreement, the State’s data and/or processes. This includes the 


ability of the State to request a report of the records that a specified user accessed over a specified 


period of time.  


10. Import/Export Data.  The State shall have the ability to import or export data in piecemeal 


manner or in its entirety at its discretion without interference from the BA and with the BA’s 


assistance, at no additional cost to the State.  


11. Survival.  This appendix Required Protection of Confidential Information and Data Security shall 


survive termination or conclusion of the Agreement. 


 


 





